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Data Protection Policy and Procedure


The Rape & Sexual Abuse Centre (RASAC)collects and uses information about the people with whom we deal through our Data Performance Monitoring System (DPMS). We also acquire information about others during those dealings. These people include workers, volunteers, clients, and other users of our services i.e., workers and volunteers in a wide range of organisations and institutions, as well as contractors and suppliers of various kinds. The information can be information, such as name and address, or expressions of opinion about or intentions towards individuals and can be in any form or format (WORD documents, databases and spreadsheets, emails, index cards, paper files etc.). 

This policy statement sets out how RASAC acquires, records, stores disclosures and destroys data in line with the General Data Protection Regulation (GDPR).

The GDPR has two aims: 

· to protect individuals’ fundamental rights and freedoms, notably privacy rights, in respect of personal data processing 
· to enable organisations to process personal information during their legitimate business 

1. The Data Protection Principles

Article 5 of the GDPR requires that:

a) Data should be obtained and processed fairly and lawfully and in a transparent manner in relation to individuals
b) Data shall be obtained only for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible with that purpose or those purposes 
c) Data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which it is processed 
d) From time to time, anonymised data may be shared with partners to help tackle the wider societal issues around sexual violence and domestic abuse
e) Data shall be accurate and, where relevant, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay
f) Data shall not be kept for longer than is necessary for that purpose or those purposes
g) Data shall be kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interested, scientific or historical research
h) Data shall be processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures

2. General Provisions

a) This policy applies to all personal data processed by RASAC
b) The Responsible Person is our Data Protection Officer, who shall take responsibility for RASAC’s ongoing compliance with this policy
c) This policy shall be reviewed at least annually
d) RASAC shall register with the Information Commissioner’s Office as an n organisation that processes personal data.
e) Staff and volunteers will undertake training on how to comply with this policy

3. Lawful, fair and transparent processing

a) To ensure its processing of data is lawful, fair and transparent, RASAC shall maintain a Register of Systems. This is a register of all systems or contexts in which personal data is processed by RASAC.
b) The Register of Systems shall be reviewed at least annually
c) Individuals have the right to access their personal data, and any such requests made to the charity shall be dealt with in a timely manner

4. Lawful purposes

a) All data processed by RASAC must be done in one of the following lawful bases: consent, contract, legal obligation, vital interests, public task or legitimate interests (see ICO guidance for more information) 
b) RASAC shall note the appropriate lawful basis in the Register of Systems
c) Where consent is relied upon as a lawful basis for processing data, evidence of opt-in consent shall be kept with the personal data. 
d) Where communication is sent to individuals based on their consent, the option for the individual to revoke their consent should be clearly available and systems should be in place to ensure such revocation is reflected accurately in RASAC’s systems

5. Data minimisation

a) RASAC shall ensure that personal data are adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed

6. Accuracy

a) RASAC shall take reasonable steps to ensure personal data is accurate
b) Where necessary for the lawful basis on which data is processed, steps shall be put in place to ensure that personal data is kept up to date

7. Archiving/ removal

a) To ensure that personal data is kept for no longer than necessary, RASAC shall put in place an archiving policy for each area in which personal data is processed and review this process annually
b) The archiving policy shall consider what data should/ must be retained, for how long, and why

8. Security
a) RASAC shall ensure that personal data is stored securely using modern software that is kept up to date

b) Access to personal data shall be limited to personnel who need access and appropriate security should be in place to avoid unauthorised sharing of information

c) When personal data is deleted, this should be done safely such that the data is irrecoverable

d) Appropriate back-up and disaster recovery solutions shall be in place

e) RASAC will take steps to ensure that third party data processing tools such as DPMS (Data Performance Monitoring System) are compliant

9. Breach
In the event of a breach of security leading to the accidental or unlawful destruction, loss alteration, unauthorised disclosure of, or access to, personal data, RASAC shall promptly assess the risk to people’s rights and freedoms and if appropriate report this to the ICO (more information on the ICO website)

Recruitment of workers/volunteers
Job descriptions, job contracts and volunteer agreements make it clear that they are bound by the provisions of the GDPR and that acceptance of the contract/completion of the training signifies consent to processing data.

Disclosure
Data should only be disclosed if the client has given informed consent, disclosure is necessary to protect the clients ‘vital interests’ or to protect someone else’s ‘vital interests’, or for the detection or prevention of crime.  This is discussed more fully in the Confidentiality Policy and Safeguarding Policy. 

Personal data of RASAC workers, volunteers and service users will not normally be disclosed to any unauthorised third party without the consent of the data subject. Disclosure of information to the police, court authorities or similarly authorised persons is permitted for the detection and/or prevention of crime.  This is not; however, an automatic exemption and appropriate care should still be taken when releasing information. Certain other exemptions may apply.

The Information Commissioner has powers to enter premises where an offence under the GDPR is suspected of having been committed and to inspect or seize material. The Commissioner also has the right to prosecute offenders and compensation may be payable. 

Publicly Available Information
The provisions of the GDPR do not extend to information already in the public domain. Such information includes:

· Names of all members of the Board of trustees
· Name, initial(s), and job title as listed in various publications issued by RASAC, e.g., training programmes, service directories, RASAC website
· Awards and honours relating to work done for RASAC 

Rights of Access to Data
Under the Data Protection Act, all Individuals (paid workers, volunteers and service users) have a legal right, upon written request, to be informed whether or not information about them is being processed by RASAC and have a right to see any such information SAR’S (Subject access requests). They also have the right to be given the purpose for processing information and to whom it may be disclosed. Such individuals can also be given a copy of the RASAC Data Protection Policy. RASAC will process these requests free but reserves the right to charge a fee for subject data requests and will do so if to provide the information would cause an inordinate amount of work. The fee is set at £10 (subject to review). Any such request will normally be complied with within 25 days of receipt of the written request and, where appropriate, the fee.

RASAC’s  commitment to data protection 

We are committed to whole-hearted compliance with the GDPR. We regard responsible handling of personal information as a fundamental obligation and one that is in keeping with our role as a leader in service provision within the community. To this end we endorse and adhere to the Data Protection Principles set out above. All employees, volunteers and service users of RASAC have an individual responsibility to uphold the principles of the GDPR. Breaches of this policy may lead to disciplinary action being taken and, possibly, to prosecution of the individual concerned.

Responsible Person

The Responsible Person is the Data Protection Officer for RASAC who the Chief Executive Officer is Heather Cooper.






Appendix 1: RASAC Register of Systems 
 RASAC Register of Systems 
(Data Protection Assessment)
	Explain below the type of personal data being processed under RASAC projects and detail the justification for processing this data. 

Explain the individuals or types of individuals to whom the personal data relates the categories of personal data (e.g. names, dates of birth etc.) and the reason why the personal data must be processed for your project or initiative. Specify if RASAC projects involves the processing of sensitive personal data.

	ISVA – Name, DOB, Gender, Address, telephone number, physical and mental health, children’s details. Offences/alleged offences and information about criminal proceeding including sentencing. 

Counselling - Name, DOB, Gender, Address, telephone number, physical and mental health. 

Helpline – Individual can ring anonymously, but if they require support services the following information is processed: Name, DOB, Gender, Address, and telephone number, physical and mental health. 

Volunteering - Name, DOB, Gender, Address, telephone number, physical and mental health. 

Website enquiries:
Name, telephone number, email address and message request

The type of individuals to whom the data relates to are vulnerable adults and children over 13 years of age having experienced Rape, sexual violence, CSA, Domestic abuse. This list is not exhaustive. 

This data must be processed as it is required to enable workers to carry out their role and enable them to provide support services. Notes of action with groups or clients is processed and stored on the DPMS and in some instances manual files.

RASAC are processors of sensitive personal data – Processing is necessary to carry out a contract to which the data subject is party
Processing is necessary to protect the vital interests of the data subject.
Processing is necessary for various functions.

Employees:
Name, DOB, Address, next of kin, telephone number.
Personnel files with the above information which can include training and HR information  

This data is processed as part of the recruitment process. Upon recruitment to the service further personal data such as bank details will be required to pay salaries. This information is not accessible by other members of staff and stays with our accountant. 
Volunteers: 
Name, DOB, Address, next of kin, telephone number
This is data is processed as part of the recruitment process


	Please set out the relevant legal basis relied upon to process personal data under RASAC projects, If you are relying upon consent from the relevant individuals, please describe the method for obtaining consent

	Consent is our basis for the legal processing of data (along with legitimate interests and the necessary execution of a support contract).

Consent is obtained by verbal agreement for the helpline, signed paper contracts for ISVA and counselling support services. 

Virtual agreement on the website through our contact enquiry form by means of reading our privacy policy first before submitting.

In relation to employee data, processing is necessary for various functions 
I.e. next of kin – required in case of sudden illness or accident at work. Consent is obtained by way of implied consent through new employment starter pack.


	Collection – personal/anonymous data is collected directly from data subject or referring agencies. The data collected is held on RASAC computer database and manual files.

Use- Personal data is used to enable workers to carry out their role and enable them to provide support services.

Deletion – Personal data is deleted after 7 years unless consent has been given by data subject to store over a longer period in which case we would store only the initial referral information.

Employees – Data is deleted after 6 years of leaving the service. 

Staff and Volunteer recruitment - Recruitment applications are deleted after 6 months after unsuccessful application.

Volume of Data – Number of individuals referring into the service is approximately 2000 a year. 


	Identify privacy and related risks


	Breach of confidentiality
Loss of data
Unauthorised disclosure of data
Accidental, unlawful destruction, loss or alteration of data
Cyber Hacking

	Identify privacy solutions


	We have put in place appropriate security measures to prevent your personal data from being accidentally lost, used, or accessed in an unauthorised way, altered or disclosed. In addition, we limit access to your personal data to those workers and other third parties who have a business need to know such data. We have put in place procedures to deal with any suspected personal data breach and will notify you and any applicable regulator of a breach where we are legally required to do so. Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to personal data.
Organisation measures: 
· Management structures
· Layout of premises
· Entry controls
· Secure lockable furniture
· Methods of disposal
· Secure equipment
· Arrangements for training
· Agenda item in team meetings

Technical Measures:
· Laptops password encrypted
· DPMS cloud base – anonymised 
· Server- data is encrypted in transit and at rest for maximum protection- 
· Anti-virus/Spam ware software through service provider – pirates and virus controls
· Log on procedures
· Passwords protect
· Passwords – user identification

In the event of personal data being breached, data controllers most notify the appropriate supervisory authority (DPO) chief executive without undue delay and where feasible no later those 72 hours of becoming aware of it. 





V6 Nov 2024	                                                                                                                   Review Nov 2027                                                                        

image1.jpeg




